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SUBJECT 

ESR Access over the Internet 

DETAIL 

As many ESR users will now have the need to work from home this has resulted in an 
increase in the number of questions and service calls as to which ESR responsibilities 
are available, and how users can access them over the internet.  Please be aware we 
are seeing and expect to continue to see high demand for access to ESR. Whilst we are 
monitoring usage we ask that all users consider this in terms of their access to and use 
of ESR through the W3 route. 

Core/Professional ESR users will require a HSCN/N3 connection and NHS CRS 
Smartcard in order to access ESR forms and undertake transactional activity. 

The following user responsibilities (URPs) can be configured for access over a standard 
internet connection, without a Smartcard. 

• Employee Self Service (Limited Access) 

• Employee Self Service 

Details on the My ESR Employee Dashboard can be found here 

Employee Dashboard 

 

Enabling Manager Self Service and Core/Professional User access over the 
Internet 

To enable wider internet access for managerial Self Service and Core/Professional 
users for BI reporting only, Organisations must first set up access over the internet 
within the ESR Portal.  This is undertaken by the local ESR Portal Administrator role. 

 

http://www.roadmapeducation.online/Roadmap_Guides/ESRPortal/POR01/
http://www.roadmapeducation.online/Roadmap_Guides/ESRPortal/POR05/
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Please Note: This does not include BI Administration access and is limited to access for 
Core/Professional users via the appropriate Portal Dashboard.  

Once enabled, access to any of the URPs listed below will require an additional two-
factor authentication to be set up whilst connected to the HSCN/N3 network prior to use 
over the internet.  Core/Professional users can access the ESRBI solution over the 
internet, again requiring set up over a HSCN/N3 connection initially. 

• Manager Self Service (Payroll Approvals Required) 

• Manager Self Service (Payroll Approvals Not Required) 

• Supervisor Self Service 

• Supervisor Self Service (Limited Access) 

• Administrator Self Service (Payroll Approvals Required) 

• Administrator Self Service (Payroll Approvals Not Required) 

Setting up the two factor authentication requires the appropriate manager or 
core/professional user to enter a mobile phone number so they can receive a One Time 
Passcode (OTP) allowing them to upgrade their access. 

Details of the functionality, and how to configure internet access is available in the links 
below: 

Manager Dashboard 

Core/Professional User Dashboard 

 
How to Create Automatic Internet Access 

Organisations can set this using the XXX Local Workstructures Administration URP. 

 

http://www.roadmapeducation.online/Roadmap_Guides/ESRPortal/POR02/
http://www.roadmapeducation.online/Roadmap_Guides/ESRPortal/POR03/
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The recommended setting is ‘Yes’ as it removes the need for users to request Internet 
Access before being able to use ESR over the Internet. This will give Internet Access to 
users with the following URPs where there isn't a NHS CRS Smartcard requirement: 

• Employee Self Service 

• Employee Self Service (Limited Access) 

It must be used in conjunction with Auto User Creation settings, i.e. if no user account is 
automatically created, Automatic Internet Access will not be granted. Full details of this 
can be found in the ESR User Manual 

 

ACTION REQUIRED 

None 

FURTHER INFORMATION 

Further information about how to automatically create user accounts and grant internet 
access can be found in the ESR User Manual and ESR Education On-line  

https://www.esr-education.online/ 

https://my.esr.nhs.uk/esrusermanual/ (HSCN/N3 connection required) 

 

NEXT UPDATE 

No further update is required. 

https://my.esr.nhs.uk/esrusermanual/html/NAVU1506.htm
https://www.esr-education.online/
https://my.esr.nhs.uk/esrusermanual/

